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Abstract
Serverless workflow applications, composed of multiple
serverless functions, are increasingly popular in produc-
tion. However, inter-function communication and cold start
latency remain key performance bottlenecks. This paper
introduces AlloyStack, a library operating system (LibOS)
tailored for serverless workflows. AlloyStack addresses two
major challenges: (1) reducing cold start latency through
on-demand OS component loading and (2) minimizing data
transfer overhead by enabling functions within the same
workflow to share a single address space, eliminating un-
necessary data copying. To ensure secure isolation, AlloyS-
tack uses Memory Protection Keys (MPK) to separate user
functions from the LibOS while maintaining efficient data
sharing. Our evaluation shows that AlloyStack reduces cold
start times by 98.5% to just 1.3𝑚𝑠 . Compared to SOTA sys-
tems, AlloyStack achieves a 7.3× to 38.7× speedup in Rust
end-to-end latency and a 4.8× to 78.3× speedup in other
languages for intermediate data-intensive workflows.
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Figure 1.Overview of workflow deployment across different
software stacks. “Cold start” indicates the path for triggering
the workflow, while “Data transfer” denotes the path for
moving intermediate data.

1 Introduction
A serverless workflow is a workflow design and execution
model within a serverless architecture, enabling develop-
ers to orchestrate functions and their dependencies without
managing servers [29, 48]. Today, serverless workflows are
widely used in production, with major cloud providers like
AWS, Azure, and Aliyun offering workflow orchestration
services [14, 15, 19]. Studies show that 31% of serverless ap-
plications are built using workflows [29], and the top 5 most
frequently invoked workflows in Azure Durable Functions
account for 46% of total invocations [48].
The serverless workflow model exhibits two distinctive

characteristics. First, it relies on multiple small, single-purpose
functions that collaborate to complete an execution path. These
functions are highly specialized, typically small in size, and
have very short execution times—50% of them run for less
than 1s on average [60]. However, to ensure isolation, these
functions must be deployed in heavyweight sandboxes (e.g.,
MicroVM [20] and Kata container [56]), which introduces
significant cold start latency (e.g., 200ms for a MicroVM [63]).
As a result, the cold start problem is even more pronounced
in serverless workflows, since each function may incur its own
cold start delay. Second, these functions are interdependent,
often requiring substantial data exchanges. Because function
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instances are unaware of each other’s locations, their com-
munication relies on a third-party controller, typically ex-
ternal storage services such as Redis or S3 [59], resulting
in inefficient communication [34]. This overhead, especially
over the network, can account for up to 25% of total CPU
cycles [36] and 77.6% of overall latency [45]. Therefore, accel-
erating workflow execution requires improvements in both
cold start latency and data transfer efficiency.
To reduce the cold start latency introduced by heavy-

weight sandboxes, existing work mainly employs two ap-
proaches: warm start and specialization. Warm start
approaches pre-starts the environment before a request ar-
rives [60, 71], but they require accurate prediction of request
times. Otherwise, they incur significant memory overhead
(e.g., achieving a cold start rate below 1% may require an
extra 40% of memory [71]). In contrast, specialization tailors
the runtime by removing unnecessary components, thereby
reducing startup time. However, current specialization meth-
ods lack the fine granularity needed for small functions. As
shown in Figure 1, although a MicroVM accelerates cold
starts by simplifying the device model [20], it still includes
all major components of the guest Linux kernel. Our analysis
reveals that many functions do not require the full kernel; for
example, functions in ServerlessBench [72] typically need
only 30–50% of the kernel components. Therefore, the first
challenge we address is (C1) accelerating function startup
through more fine-grained OS specialization.

To improve intermediate data transfer efficiency, existing
approaches often rely on an orchestrator to coordinate func-
tions, with external storage services (e.g., Redis, S3 [59]) facil-
itating data transfer between functions [60]. However, these
methods introduce overhead due to high latency andmultiple
data copies. Previous work proposes offloading control (shift-
ing control from the central orchestrator to local instances to
reduce forwarding overhead [44]) or keep-alive connections
(maintaining connections between functions to avoid the
cost of repeatedly establishing connections [27, 45]). Thread-
level function abstractions [37, 58, 61, 66] run functions in-
side different threads, avoiding redundant data copies by
sharing memory address space. This reduces overhead, but
introduces security concerns. A key challenge we aim to
address is (C2) ensuring secure memory sharing between
functions in the workflow.

We designed our library operating system (LibOS), AlloyS-
tack, based on the observation that functions within the same
serverless workflow typically belong to the same tenant. As
a result, isolation between functions within the same work-
flow is less critical than between different workflows. Thus,
AlloyStack allows multiple functions within the same work-
flow to share a single isolated environment [21, 34, 37, 67], as
shown in Figure 1(b). This shared address space eliminates
data copying and significantly reduces the overhead of in-
termediate data transfer between functions. To address the
first challenge (C1), components of AlloyStack are started on

demand, drastically reducing cold start time and minimizing
memory usage. Our tests show that function startup time is
reduced to 1.3ms. To address the second challenge (C2), func-
tions from different workflows use separate LibOS instances.
AlloyStack employs Memory Protection Keys (MPK) [32] to
isolate user functions from the LibOS.
AlloyStack is implemented from scratch using the Rust

programming language. To support multiple programming
languages, we introduced a WASM runtime, allowing C and
Python applications to run without modifying their source
code. To demonstrate the efficiency and practicality of Al-
loyStack, we ported applications in Rust, C, and Python and
conducted comprehensive evaluations. AlloyStack has been
open-sourced on GitHub 1.

In this work, we make the following contributions:

• We analyzed existing systems for serverless workflows
and found that no current system effectively addresses
both cold start delays and data transfer bottlenecks.

• We propose AlloyStack, a LibOS system tailored for
serverless workflows. It supports on-demand loading
of OSmodules and enables reference passing in a single
address space for efficient data sharing. AlloyStack is
implemented in Rust and can support C and Python
through WASM.

• Compared to SOTA systems, AlloyStack achieves a
7.3× to 38.7× speedup in Rust benchmarks and a 4.8×
to 78.3× speedup in C and Python benchmarks.

2 Background & Motivation
2.1 Serverless Workflows
Workflows are typically represented by a DAG (Directed
Acyclic Graph). In serverless workflows, the number of func-
tion instances is dynamically adjusted during execution to
handle fluctuating loads, requiring real-time decisions to
launch new instances and select which instance of a func-
tion to run.

Given a serverless workflow DAG, each function’s execu-
tion is divided into three stages: (1) instance cold start, (2)
instance execution, and (3) data transfer to downstream func-
tions. To measure the cost of stages (1) and (3), we deploy
the ParallelSorting benchmark application on OpenFaaS [4].
We use a MicroVM as the isolation sandbox by setting the
container runtime to Kata containers [56] and configuring it
to use Firecracker [20] as the hypervisor.
Our findings show that with a 50MB input, the instance

cold start latency accounts for 45% of the end-to-end latency,
while the data transfer stage accounts for 48%. Thus, cold
start and data transfer are the primary bottlenecks affect-
ing execution efficiency, indicating that current serverless
software stacks are ill-suited for serverless workflows.

1https://github.com/tanksys/AlloyStack

922

https://github.com/tanksys/AlloyStack


Hypervisor Guest KernelMicroVM

Unikernel

Runtime

Hypervisor Unikernel

≈10ms (Python3)

137ms

176ms

Timeline

>1000ms

AlloyStack

Execute

Execute

   Execute

0~46ms

Process

Thread

Virtines   Execute

23ms  (On-demand Loading LibOS)

Hypervisor

Figure 2. Time for each phase of cold start. MicroVM uses
Firecracker, and Unikernel uses Unikraft.

1KB 64KB 128KB
Data Size

10
0

10
1

10
2

10
3

Ti
m

e 
(u

s)

17
47

.2

21
8.

5

14
6.

7

0.
2

21
16

.4

24
9.

1

15
6.

5

6.
4

22
58

.4

25
7.

3

18
2.

6

13
.1

Inter-VM TCP
Inter-Process TCP

Shared Memory
Function Call

Figure 3. Performance of different communication primitives.

2.2 LibOS Specialization
To accelerate cold start, an effective approach is to reduce the
amount of data loaded during startup. In serverless workflows,
functions are highly specialized and typically small, so elim-
inating unnecessary runtime components can significantly
shorten startup time. We analyzed the kernel components
required by typical functions in ServerlessBench [72] (see
Table 1). Most functions require only 3 to 5 components.
For example, the store-image-metadata function in an image
processing workflow updates the database metadata after
processing. It uses time to retrieve the current date, net to
connect to the database, and mm for dynamic memory allo-
cation to store JSON objects. In fact, running the top 20 most
downloaded applications from DockerHub [1] requires en-
abling only 302 out of 16,000 Linux compilation options [39].

Table 1. Kernel modules for different serverless functions.

Function Name Required kernel components
alu mm
parallel-alu time, irq, sched, locking, mm
long-chain mm
extract-image-metadata time, mm, block, fs, net
transform-metadata time, mm
handler time, mm, net
thumbnail time, mm, block, fs, net
store-image-metadata time, mm, net

online-compiling time, irq, sched, locking, mm,
ipc, block, fs, net

Existing serverless systems leverage trimming to reduce
the high startup overhead caused by heavy sandboxes. As
shown in Figure 2, the MicroVM approach trims the device
model by removing features that operate at a basic system
level and are not required for serverless scenarios, such as
BIOS, legacy devices, and PCI, while retaining essential oper-
ating system interfaces like the file system and networking.
This optimization reduces startup latency from 1, 817𝑚𝑠 to
approximately 1, 186𝑚𝑠 [20]. By completely removing the

guest kernel and constructing the function execution envi-
ronment solely through KVM, Virtines [66] further reduces
the startup latency to 23𝑚𝑠 . Although Virtines is fast, remov-
ing the guest kernel can reduce isolation between functions.
Since system calls are passed directly to the host kernel, the
host becomes vulnerable to attacks via these calls, leaving
serverless platforms without an extra layer of protection.
To remove unnecessary components in the guest kernel

while keeping user functions separate from the host kernel,
a practical solution is to use a Library Operating System
(LibOS) [38, 46, 68]. This approach divides the monolithic
operating system kernels into several small libraries and
compiles each function with only the necessary components,
greatly reducing the kernel size. For example, the LibOS
image for Nginx can be reduced to 1.6𝑀𝐵. Figure 2 shows
that the startup latency of Unikernel, a LibOS for cloud use,
is 137𝑚𝑠 , which is much shorter than that of a MicroVM.
In workflows with multiple functions, small libraries are

often reused. Reducing LibOS redundancy remains a signifi-
cant challenge for serverless workflow systems.

2.3 Address Space Sharing
Tomeasure data transfer between functions, we compare four
common data transfer methods used in serverless workflow:
(1) Inter-VM TCP : data transfer between MicroVMs using
TCP sockets, (2) Inter-Process TCP : data transfer using TCP
sockets within a single MicroVM, (3) Shared Memory: data
transfer within a MicroVM using shared memory mapping
[34, 55], and (4) Function Call: direct memory access between
threads [37, 61]. In method (1), two MicroVMs are launched
in advance. The measurement for methods (1) and (2) spans
the interval from establishing a TCP connection to receiving
all data. Inmethod (3), we create a file in ramfs in advance and
map it into the address spaces of both the sender and receiver
processes using mmap(). After data initialization, the sender
writes one byte to a Linux pipe to notify the receiver. The
measurement covers the interval from just before writing to
the pipe until after the receiver has traversed the mapped
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memory region. In method (4), we allocate the data buffer
using an anonymous mapping. After data initialization, the
sender immediately calls the receiver function.
Clearly, in methods (1) through (3), functions run in sep-

arate processes, while in method (4) the entire serverless
workflow operates as a single process with functions running
as threads. The address space sharing allows functions to
transfer data using simple load/store instructions.

As shown in Figure 3, method (4) outperforms other data
transfer mechanisms by 1 to 2 orders of magnitude. This
is because threads can naturally share the address space
without any syscalls, allowing the CPU to access data more
efficiently compared to complex kernel functionalities such
as sockets and memory mapping. This motivates the use of a
single address space for the serverless workflow, improving
intermediate data transfer efficiency.

2.4 Summary
The multiple small-sized functions and their dependencies in
serverless workflows cause cold starts and data transfer bot-
tlenecks in end-to-end latency.While current solutions partly
address these challenges, no system can efficiently resolve
both issues. Although using a LibOS can meet the specialized
needs of individual functions, it may lead to redundant load-
ing of LibOS components within a workflows deployment.
Furthermore, while address space sharing greatly reduces
data transfer latency, it compromises isolation between func-
tions. Achieving address space sharing while maintaining
secure isolation remains a major challenge.

3 AlloyStack System Design
Commercial serverless platforms (such as AWS Step Func-
tions [14] and Azure Durable Functions [15]) typically al-
low only functions from the same tenant to be orchestrated
into workflows. Because the isolation requirements within
a single tenant are less strict than those across tenants, we
propose a workflow domain (WFD) design. In this design,
functions from the same tenant are grouped into a WFD,
where weak isolation is applied, while strong isolation is
maintained between different WFDs.

3.1 The Workflow Domain Abstraction
The WFD (WorkFlow Domain) is an abstraction of a work-
flow execution environment that uses a single address space
to associate all entities required for a workflow, including
user functions, LibOS, heap memory, and other system re-
sources. Within the WFD, the address space is divided into
a system partition and a user partition using MPK, a light-
weight memory partitioning mechanism [32]. Functions
within a WFD can share system contexts, such as operating
on the same file. In contrast, functions from different work-
flows cannot access each other’s files across WFDs because
system calls are processed through separate LibOS instances.
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Figure 4. AlloyStack architecture.

WFD is the basic unit for workflow deployment. To reuse
device drivers and other low-level primitives provided by
the Linux kernel, each WFD is deployed within a user-space
process without using hardware virtualization. Extremely
large workflows that cannot be accommodated on a single
node can be split into multiple WFDs based on the DAG and
deployed across multiple nodes.

WFD provides isolation guarantees among different work-
flows, including memory, kernel resource, and fault isolation.
Failures caused by data issues or bugs do not affect other
WFDs. These guarantees support a retry-based fault toler-
ance mechanism. For workflows composed of idempotent
functions, AlloyStack can recover from occasional bugs by
restarting the workflow, though this approach may reduce
efficiency. If a failure does not affect the as-libos (see be-
low) and the workflow’s intermediate data remains intact,
AlloyStack can restart only the failed function. For stateful
functions, which are not idempotent, fault tolerance cannot
be achieved by restarts. Some works, such as Boki [33] and
Halfmoon [54], address this issue. AlloyStack could mitigate
this limitation by integrating these approaches.

3.2 System Architecture
Figure 4 shows the architecture and execution steps of Al-
loyStack. AlloyStack is deployed as processes across multiple
nodes, receiving invocations that are load-balanced by a gate-
way. In each AlloyStack process, WFD provides a complete
software stack for running workflow instances, consisting
of three components: the standard library layer as-std, the
kernel functionality layer as-libos, and the global runtime
layer as-visor. Note that these layers differ from those in
hypervisor, guest kernel, or container systems, as they are
not separated into different virtual address spaces.

For a chained workflowwith functions A, B, and C, AlloyS-
tack executes as follows: as-visor binds the workflow to a
specific HTTP endpoint and exposes it externally. When the
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watchdog receives a workflow invocation event①, as-visor
instantiates the corresponding WFD (§ 3.1) for the workflow.
The thread of function A (labeled as Fn A) begins execution
at its entry point and runs until it calls an API from a LibOS
module that is not yet initialized ②. as-std invokes the on-
demand loading interface ③ (§ 4) provided by as-visor to
retrieve the address of alloc_buffer() (Table 2), enabling the
writing of intermediate data into the buffer (§ 5). In the sub-
sequent stages ④, function B (Fn B) follows a similar process
until it calls acquire_buffer() ⑤ to obtain a reference to the
buffer, which allows zero-copy reading of intermediate data
⑥. After function C completes execution ⑦, as-visor de-
stroys the WFD and reclaims the associated resources.

3.3 Global Runtime Layer: as-visor
AlloyStack uses as-visor to manage and trigger workflows.
This module, which includes a watchdog, an orchestrator,
and an MPK-enabled module loader, is independent of the
specific user workload.

The watchdog is an HTTP server that listens for external
invocation events. The orchestrator creates and runs parallel
threads in stages, executing functions as specified by the
workflow’s configuration file. It also monitors essential host
resources for workload execution, including user threads and
memory segments (code segment, heap, stack, trampoline
code, and the associated protection key), virtual network
devices, and virtual disk images.

By default, AlloyStack assumes that functions within the
same workflow belong to the same tenant and trust each
other, allowing them to share MPK permissions. However,
this is not always true. For example, the FINRA workflow
processes highly sensitive trade data and requires stricter iso-
lation between functions [37]. To achieve this, as-visor also
supports the use of MPK to create separate memory parti-
tions for each function instance, allowing tenants to enable
isolation between functions in the same WFD.
The as-visor layer divides the process address space

into two partitions: a system partition and a user parti-
tion. The system partition contains components such as
as-visor and as-libos, while the user partition holds user
functions and the trampoline pages for switching protection
keys. as-visor assigns a unique protection key to each parti-
tion (or a unique protection key for each function if isolation
between functions is enabled) and binds them at the memory
page level. By organizing the MPK memory partitions and
controlling the PKRU register values, as-visor ensures that,
when operating in the user context, access to data in the
system partition is prohibited.

3.4 Kernel Functionality Layer: as-libos
To control the execution, user functions cannot directly in-
voke system calls to the host kernel. Instead, AlloyStack al-
locates a separate LibOS, as-libos, for each WFD. The

// on the standard Linux platform.
// use std::{io::{Read, Write},net::TcpStream};
// on the AlloyStack platform.
use as_std::{prelude::*, io::{Read, Write}, net::

TcpStream};
let mut stream = TcpStream::connect("example.com");
stream.write_all(b"GET / HTTP/1.0\r\n\r\n");
stream.read(&mut [0; 4096]);

Figure 5. An example of a simple HTTP client function
implemented using as-std.

as-libos layer provides interfaces similar to syscalls, such
as open(), write(), and bind().

Since serverless functions are small and designed for single-
purpose tasks, AlloyStack does not reuse existing LibOS
implementations because they are not optimized for server-
less workflows. Instead, as-libos has been redesigned with
a modular architecture so that modules can be loaded on
demand. As shown in Figure 4, at the start of workflow execu-
tion, no as-libos modules are instantiated within the WFD
until the user function indirectly invokes a syscall through
as-std. Additionally, because there are dependencies among
as-libos modules, as-std is compiled into them to enable
inter-module communication using the same mechanism.

3.5 Standard Library Layer: as-std
Similar to other programming platforms, as-std provides
a standard library designed for three main purposes. First,
it intercepts user function syscall requests and routes them
to the syscall handler of the as-libos. Ultimately, the user
function’s image must not contain blacklisted instructions
such as syscall or sysenter. Second, it abstracts the differ-
ences between the underlying as-libos and other kernels
at the API level. Within as-std, the syscall interface address
of the as-libos in this WFD is tracked, enabling trampoline
calls between user functions and as-libos modules, as well
as among as-libos modules themselves once the relevant
modules are loaded. For example, Figure 5 shows how to
implement simple HTTP request sending and response read-
ing using as-std. Users only need to replace the original
“std” with “as_std” without concerning themselves with on-
demand loading and interface binding details of as-libos.
Finally, as-std is responsible for switching the MPK access
permissions of the current thread through a trampoline code
segment before transferring control to as-libos.

For function developers, as-std minimizes modifications
to existing application logic code. They only need to adapt
the code for intermediate data transmission to the dedicated
AsBuffer interface provided by as-std. We have primarily
defined the APIs for as-std and AsBuffer in Rust (as illus-
trated in Figure 6). To ensure compatibility with other lan-
guages, we have also designed an adaptation layer between
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as-std and WASI, allowing developers to build functions
without being restricted to Rust.

pub struct AsBuffer<T> {}
impl<T> AsBuffer<T> where T: FaasData {

// Create a buffer.
pub fn with_slot(slot: &str) -> Self {}
// Reference the specified buffer through a slot.
pub fn from_slot(slot: &str) -> Self {}

}

Figure 6. AsBuffer interface.

4 On-demand Loading for WFD Cold Start
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as-visor

Figure 7. An illustration of the on-demand loading process
using the fdtab module as an example.

AlloyStack ensures a fast cold start for each WFD. Due
to the simplicity of components such as the watchdog and
orchestrator, the cold start overhead of as-visor (approx-
imately 78 μs on our machine) is negligible. Thus, in the
AlloyStack architecture, the main source of cold start latency
for a workflow is the initialization of as-libos.
as-libos addresses the cold start issue by introducing

an on-demand loading mechanism. Figure 7 illustrates the
loading process when Function 𝐴 and Function 𝐵 in a work-
flow invoke the open() interface multiple times. Initially, no
as-libos modules are loaded in the WFD. When Function
𝐴 needs to call open() (Figure 7(a)), it first passes through the
interface provided by as-std under Rust’s safety constraints.
Since this is the first invocation and triggers an entry miss,
as-std calls as-visor. as-visor, which manages all WFD
resources, detects that the fdtab module is not loaded and
instantiates it via the module loader. This process is referred
to as the slow path.
After fdtab is loaded, as-std records the address entry

for open(). Subsequent invocations of open() by Function 𝐴

(Figure 7(b)) do not trigger an entry miss. This is the fast path,
as no additional loading is required. Since AlloyStack runs
multiple functions of a workflow within the same WFD,
sharing a single as-libos instance, subsequent functions
can reuse modules already loaded by earlier functions. For

1 #[ derive(FaasData , Default)]
2 pub struct MyFuncData {
3 pub name: String ,
4 pub year: u64 ,
5 }
6 fn func_a () { // Data sender.
7 let mut data: AsBuffer <MyFuncData >

= AsBuffer :: new_slot("
Conference");

8 data.name = "Euro";
9 data.year = 2025;
10 }
11 fn func_b () { // Data receiver.
12 let data: AsBuffer <MyFuncData > =

AsBuffer :: from_slot("
13 Conference");
14 println!("{}Sys , {}", data.name ,

data.year) // "EuroSys , 2025".
15 }

Figure 8. A simple demo to illustrate the transmission of
intermediate data within a WFD in AlloyStack.

example, when Function 𝐵 invokes open() (Figure 7(c)), it
does not need to load the module again.

5 Reference Passing for Intermediate Data
Transfer

AlloyStack allows multiple functions within a single WFD
to share the same address space, enabling intermediate data
transfer via references. AlloyStack provides a dedicated com-
munication API, AsBuffer, for such transfers between func-
tions in a workflow. The creation of an AsBuffer and the
access to it are managed through two interfaces provided
by as-libos: alloc_buffer() and acquire_buffer() (details in
Table 2).

In real-world scenarios, many workflows are not sim-
ple chained invocations but complex DAGs [48]. To sup-
port such workflows, we introduce a slot parameter in the
AsBuffer API. The slot uniquely identifies a buffer within
the WFD, effectively creating a namespace for AsBuffer.
as-libos maintains the mapping between each slot and its
corresponding memory region. By using different slots, user
functions can create multiple AsBuffer instances simulta-
neously, allowing different downstream functions to receive
them (fan-out). Likewise, functions can receive intermediate
data from multiple upstream functions (fan-in). Figure 8 il-
lustrates a basic example of AsBuffer. Function 𝐴 creates
a AsBuffer with the slot “Conference” and writes the data
into it. Function 𝐵 then accesses the same buffer by specify-
ing the identical slot, retrieves the data, and processes it for
subsequent application logic.
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6 Threat Model
To ensure that security policies (e.g., MPK and LibOS) are
not bypassed, the cloud platform must guarantee that user
function images do not include blacklisted instructions such
as wrpkru, syscall, sysenter, and int. This requirement
is achievable because detection can be implemented using
tools like objdump [18], Dyninst [16], and E9Tool [17]. The
identification of instructions can suffer from "false posi-
tives", where users may unintentionally include prohibited
instructions. However, ERIM [64] proposes a solution based
on binary rewriting. For instance, nop instructions can be
inserted between adjacent instructions that might combine
into a wrpkru and immediate value instructions can be trans-
formed into variants that use registers. These techniques
can be applied within AlloyStack. Since instruction identi-
fication is performed before the initiation of the workflow,
dynamic inspection by LibOS is unnecessary. Additionally,
the WASM runtime integrated into AlloyStack must also ex-
clude any blacklisted instructions. We currently enforce this
using the no_std feature of Wasmtime [23]. To accelerate
WASM execution, AlloyStack employs AOT compilation to
convert WASM images into the ELF format. This approach
remains compatible with instruction detection mechanisms
while preserving AlloyStack’s isolation model.

The security policies in AlloyStack do not impose an in-
tolerable burden on users during image construction. For
images generated using Rust, this requirement can be eas-
ily met by using the as-std library we provide. For other
languages, we require that WASM images interact with the
underlying environment via WASI.
When the aforementioned condition is satisfied, AlloyS-

tack can guarantee the following:
(1) Functions within a WFD will not interfere with

each other. AlloyStack allocates exclusive heap, code, and
data segments for each function, and assigns each thread an
independent stack. Unless a user function incorrectly deref-
erences a pointer, the memory regions accessed by different
functions within the same workflow do not overlap. Since
as-libos and as-visor are both protected by MPK, func-
tions cannot compromise them. Therefore, ensuring the cor-
rect implementation of the loader is sufficient to guarantee
function separation. In addition, AlloyStack offers separate
memory partitions for functions containing sensitive data
through tenant-configurable options (§ 3.3).
(2) Prevent as-libos from being bypassed. MPK en-

sures that user functions can only access their own mem-
ory segments and cannot bypass as-std to read, write, or
execute other memory regions. Since serverless platforms
typically run arbitrary binary images uploaded by users, it is
possible that users may compile function images using the
default standard library instead of as-std, or inline instruc-
tions such as wrpkru and syscall within their functions.
These cases are detectable, as discussed before.

(3) Isolation between WFDs. All interactions between
the WFD and external environments are exclusively man-
aged by as-libos. Since as-libos is written in Rust, most
of the code benefits from the safety guarantees provided by
safe Rust. For the small portion of code written in unsafe
Rust, safety is ensured through careful auditing and inspec-
tion [25, 26, 35, 62]. As user functions cannot directly invoke
syscalls, this design helps mitigate attacks from malicious
functions. Additionally, the one-to-one deployment of WFDs
with processes further enhances isolation.

Similar to other container platforms, AlloyStack does not
implement specific defenses against side-channel attacks,
such as Meltdown [43]. It lacks control over the underlying
software and hardware behaviors, making it unable to ad-
dress side-channel vulnerabilities. However, AlloyStack is
fully compatible with existing mitigation measures, such as
disabling SMT and KSM [49].

7 Implementation
AlloyStack is built with over 7,700 lines of Rust code. Its three
coremodules are as-visor (over 2,300 lines), as-libos (over
3,500 lines), and as-std (over 1,900 lines). To evaluate its per-
formance, we developed benchmarks in Rust, C, and Python,
consisting of 2,800 lines of code.

7.1 AlloyStack Components
For as-visor, we develop the find_hostcall() interface us-
ing the dynamic linker’s dlmopen() function to enable on-
demand loading. We use the pkey_mprotect system call to
secure memory in system and user partitions. Additionally,
we support multithreading, using Linux threads created via
the clone() system call and managed by the kernel scheduler
(CFS). Furthermore, we implement a gateway that triggers
via CLI and HTTP and executes workflows from JSON con-
figurations.
For as-libos, we reuse the open-source projects rust-

fatfs [6] and ruxos [13] to implement file system interfaces.
We also use smoltcp [2] and Linux’s pseudo-device to cre-
ate a TAP virtual device for each WFD, configured by the
host OS to obtain independent IP addresses. This enables
us to develop the socket interface—including bind(), con-
nect(), and accept()—for implementing a TCP network stack
in user space. Moreover, we customize the alloc_buffer() and
acquire_buffer() interfaces to facilitate heap buffer alloca-
tion and allow functions to pass intermediate data. The al-
loc_buffer() function passes the required buffer size and
alignment information to as-libos. The mm module in
as-libos then allocates the buffer from the heap and records
its slot and base address as a key-value pair. When the re-
ceiver invokes acquire_buffer(), as-libos queries and re-
turns the buffer address based on the provided slot, and re-
moves the slot entry to prevent multiple functions from own-
ing the same buffer. Table 2 summarizes the interfaces sup-
ported by as-libos. To map files managed by as-libos into
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Table 2. as-libos modules currently implemented in AlloyStack.

as-libos Modules Representative APIs Description

mm
mmap(length, prot, fd) -> Result<usize> Map a file to memory
alloc_buffer(slot, layout, fingerprint) -> Result<usize> Allocate buffers for intermediate data
acquire_buffer(slot, fingerprint) -> Result<(usize)> Access intermediate data

fdtab open(path, flags, mode) -> Result<Fd> Open/close/read/write file descriptors

fatfs fatfs_open(path, flags) -> Result<Fd> Manipulate files located within the file
system imagefatfs_write(path, buf) -> Result<Size>

socket smol_bind(addr) -> Result<SockFd> TCP network communication provided by
the LibOS network stacksmol_connect(sockaddr) -> Result<SockFd>

stdio host_stdout(buf) -> Size Write to the host console’s stdout
mmap_file_backend register_file_backend(mm_region, file_fd) -> Result<()> Implement user-space page fault handling
time gettimeofday() -> Result<u128> Get the host’s Unix timestamp

# new_pkru = pkru & 0x3
mov rax, new_pkru
wrpkru
call syscall_handler

# new_pkru = 0x3 << func_id
mov rax, new_pkru
wrpkru
call func_main

Entry

 as-libos

Fn A Fn B

 as-libos

Fn A Fn B Return

 as-libos

Fn A Fn B

0x0
PKRU

DROP GRANT

0xFFFFFFF3
PKRU

0xFFFFFFF0
PKRU

wrpkruwrpkru

Figure 9. An example of adjusting MPK permissions via
trampolines during function execution and syscall execution.

the address space, we implement the mmap_file_backend
module. This module leverages Linux’s Userfaultfd feature
to receive notifications and handle page faults.
For as-std, we implement the control and switching of

MPK access permissions using trampoline. As shown in Fig-
ure 9, the purpose of the trampoline is to elevate the current
CPU’s PKRU permissions before executing the system parti-
tion’s code. This is achieved by writing assembly code to save
the context, switch stacks, update the PKRU register, and
perform the jump. When returning to user code, the reverse
operations are performed to discard the PKRU permissions.
We use linked_list_allocator [3] as the default memory

allocator, enabling dynamic memory allocation and easy
recovery by heap units if functions crash. The as-std inter-
face is similar to the Rust standard library. An adaptation
layer bridges the WASI interface between the WASM run-
time and as-std, connecting APIs with the same semantics
via wasmtime’s Linker.

7.2 Multi-language Support
To enhance system compatibility, AlloyStack supports ap-
plications in multiple programming languages. Specifically,
to support applications written in C and Python, we utilize
WASM to compile the code into WASM modules that can

be executed on the wasmtime runtime [5]. We use a simple
wrapper layer to import wasmtime’s Rust SDK, disguis-
ing the WASM runtime as a regular Rust user function. To
meet the requirement of avoiding blacklist instructions as
discussed in § 6, we enable wasmtime’s no_std feature [23].
This ensures that wasmtime can only perform OS operations
through the APIs provided by AlloyStack.
We develop an adaptation layer in as-std to bridge the

wasmtime and WASI interfaces, enabling the interactions
between WASM functions and as-libos. All syscalls trig-
gered by functions are forwarded to as-libos and processed
through as-std. Currently, we have implemented 15 WASI
interfaces and added two customized WASM interfaces,
buffer_register() and access_buffer(), for intermediate data
transfer. However, since Rust supports generics, the AsBuffer
API (§ 5) provides richer semantics and greater ease of use
compared to other languages. In contrast, C and Python
currently only support data transfer in the form of strings.
We utilize the open-source CPython [7] and its officially

provided WASM platform compilation scripts to run Python
applications on AlloyStack without modifications. To pro-
vide the AsBuffer API to Python functions, we enhance the
CPython runtime by adding a custom module called pyas-
buffer. In the implementation of pyasbuffer, we use the com-
piler annotation __attribute__() to integrate it with as-libos.
This does not break compatibility with existing Python func-
tions, as they can ignore pyasbuffer. However, it also prevents
leveraging AlloyStack’s communication acceleration capabil-
ities and restricts data transfer to traditional methods such
as networks or files.

8 Evaluation
Our evaluation answers the following questions:

• Does the on-demand loading technique of AlloyStack have
a significant impact on cold start optimization?

• Is the intermediate data transfer mechanism efficient?
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• Does AlloyStack significantly accelerate the end-to-end
latency of workflows composed of multiple functions?

• Can AlloyStack support workflow applications beyond
Rust? Is the acceleration effect applicable to functions in
other programming languages as well?

8.1 Methodology
We deploy AlloyStack on a machine as shown in Table 3.

Table 3. Experimental machine configurations.

Configuration

Hardware

CPU : Intel(R) Xeon(R) Gold 6338 CPU
CPU Threads: 128 (64 physical cores)
Processor Freq: 2.00GHz
DRAM: 256GB DDR4, Disk: 1.8TB SSD

Software
Operating system: Ubuntu 22.04
Kernel: Linux 6.5.0-41-generic
Compiler: rustc 1.76.0-nightly

Benchmarks. We evaluate AlloyStack and the comparison
systems using both synthetic benchmarks and real-world
benchmarks. We implement three synthetic benchmarks:
no-ops, http-server, and pipe. no-ops is an empty function
that returns immediately. http-server is a server that returns
a fixed response. pipe is an application consisting of two
functions, where specific-sized intermediate data is trans-
ferred. We further choose three real-world applications for
evaluation , including FunctionChain, WordCount and Par-
allelSorting. FunctionChain is a function chain application
from ServerlessBench [72], where each function receives
incoming data and forwards it to the next function. It repre-
sents workflows with longer lengths.WordCount is a word
frequency counting application developed using the MapRe-
duce model, originating from vSwarm benchmark [11]. It
represents workflows with high parallelism but sparse in-
termediate data. We split the Map and Reduce phases of the
WordCount application into functions that can be executed
in parallel, and orchestrated within the workflow. Parallel-
Sorting is a workflow application that implements a classic
parallel sorting algorithm. It represents workflows with high
parallelism and dense intermediate data. These three appli-
cations rely on the same set of as-libos modules, namely
mm, fdtab, stdio, time, and fatfs (Table 2), except that Func-
tionChain does not require fatfs since it does not involve
reading input data from files.
Comparison systems. We compare AlloyStack with state-
of-the-art systems, including (1) single-function runtimes:
Unikraft [38], gVisor [8] and Wasmer [9]. Unikraft [38] is
a modular LibOS that operates in kernel mode. We deploy
Unikraft instances within the Firecracker [20]. gVisor [8] is a
LibOS-based secure container. gVisor uses the ptrace plat-
form by default. We use the OCI runtime runsc to evaluate

the performance of gVisor. Wasmer [9] is a WASM run-
time. (2) Rust-supported workflow runtimes: OpenFaaS [4]
and Faastlane [37]. OpenFaaS [4] is a container based, funda-
mental serverless software stack. We deploy all components
of OpenFaaS, including the gateway and functions, on the
same machine to eliminate latency caused by cross-machine
communication. Faastlane [37] is a thread-level execution en-
vironment for functions that leverages MPK for memory iso-
lation. To avoid performance bottlenecks caused by Python’s
GIL, Faastlane forks a separate subprocess for each func-
tion during parallel execution phases and uses IPC for data
transfer. We implement the main execution process of Faast-
lane using Rust for a fair comparison with AlloyStack. Given
that Rust does not encounter the GIL issue, we have addi-
tionally implemented a version of Faastlane that exclusively
utilizes reference passing, denoted by the suffix “-refer”.
MicroVMs offer better isolation due to their guest kernel
and have been adopted by many commercial platforms. To
ensure a fair comparison, we have integrated Faastlane with
Kata Container [56] for deployment, indicated by the suffix
“-kata”. In this case, each workflow instance is still deployed
within a single process, but the process runs inside a Fire-
cracker [20] MicroVM rather than directly on the host OS. (3)
WASM-supported workflow runtime: Faasm [12]. Faasm [61]
is also a thread-level FaaS runtime, but functions must be
compiled to WASM to be executed by it. In experiments, we
use suffixes like “-C” and “-Py” to differentiate between C and
Python programming languages. For example, “AlloyStack-
C” refers to deploying C-based benchmarks on the AlloyS-
tack platform.
Metrics. We use three metrics to characterize the perfor-
mance of AlloyStack: (1) Cold start latency refers to the time
fromwhen the system receives the event triggering the work-
flow, until the user’s workload begins to run. (2) Intermediate
data transfer latency refers to the period from when Function
𝐴 writes data until Function 𝐵 reads it. (3) End-to-end latency
refers to the duration from triggering a workflow until its
complete execution.

8.2 Cold Start Latency
We first evaluate the cold start latency using the no-ops
benchmark. To demonstrate the effectiveness of the
on-demand loading of AlloyStack, we introduce ‘AS-load-
all’, which disables the on-demand loading feature. As both
Wasmer and Faastlane support deploying multiple functions
as threads within a single address space, we also measure
the thread startup latency and label them asWasmer-T and
Faastlane-T.
Cold start latency: AlloyStack can reduce startup la-
tency to 1.3ms while ensuring kernel isolation. Figure
10 shows the cold start latency of AlloyStack and compari-
son systems. Among all the systems, AlloyStack’s cold start
latency is 1.3ms, slightly slower than Faastlane-T. This is
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Figure 11. Comparison of intermediate data transfer latency. “AS-IFI”
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because Faastlane-T does not support kernel isolation, elimi-
nating the overhead of loading some dynamic libraries, re-
solving symbols, or initializing the isolation between user
and system stacks. AS-load-all’s cold start latency is 89.4
ms, indicating that loading LibOS components takes 88.1
ms. The experimental results fromWasmer-T andWasmer
are 7.6ms and 342ms, demonstrating that, although both are
memory-safe languages,Wasmer incurs significant overhead
compared to Rust due to its additional reliance on intermedi-
ate bytecode. Virtines also has a relatively low startup latency
of 22.8ms, primarily because it does not require loading a
guest kernel. However, it still uses KVM, incurring much
overhead. Moreover, syscalls made by user functions de-
ployed in these systems are processed directly by the host
kernel, which may introduce security vulnerabilities [70].
The slow cold start of gVisor is due to two main factors: (1)
Its initialization phase involves multiple syscalls intercep-
tions and forwarding through ptrace() (our measurements
show that approximately 50% of its runtime process CPU
time is spent in kernel mode). (2) According to observations
with perf [53], the overhead of the Go runtime and container-
related OCI functionalities contribute to more than 20% of
the total latency. Among all the systems, Faasm-Py and AS-
Py have the slowest startup latency, primarily due to the
high overhead of initializing the Python runtime.

8.3 Intermediate Data Transfer Latency
We then evaluate the intermediate data transfer latency by
sending data from an upstream Function 𝐴 to a downstream
Function 𝐵 using the pipe benchmark. For Faastlane, while
it transmits intermediate data through reference passing by
default, it switches to IPC mode when multiple functions
need to run in parallel [37]. Therefore, in this experiment,
we also evaluate the data transfer latency under IPC mode
(denoted by Faastlane-IPC). For OpenFaaS, we use Redis to
transfer the intermediate data.
Intermediate data transfer latency: AlloyStack can re-
duce the data transfer latency by 1.8×-2.6×. Figure 11
shows the data transfer latency under different data sizes.

We measure the data transfer latency by printing timestamps
before Function 𝐴 sends the data and after Function 𝐵 has
completely received it. The experimental results demonstrate
that AlloyStack achieves extremely high efficiency. In the
APIs for Rust, C, and Python, AlloyStack takes 951 μs, 697 μs,
and 9631 μs, respectively, to transfer 16MB of data. Compared
to state-of-the-art systems, this represents performance im-
provements of 2.6×, 13.2×, and 1.8×, respectively. OpenFaaS
has the highest latency in various experiments due to its
“third-party forwarding" transfer method. AS-C has lower
latency than AlloyStack, as higher compilation optimization
options (e.g., -O3) are enabled when compiling the WASM
image, resulting in better performance for C-based functions
accessing intermediate data compared to Rust. When the
data size is 4KB, Faastlane is faster than AlloyStack by 4
μs. This is because AlloyStack’s AsBuffer is based on Rust
smart pointers, leading to an additional constant time over-
head for constructing smart pointers (approximately 4.4 μs).
When the data size > 4KB, this overhead becomes negligible.
With inter-function isolation enabled (“AS-IFI”), AlloyS-
tack’s latency increases by 0.8%-33.7%. This is due to the
additional overhead introduced by switching memory access
permissions in user space through by updating the PKRU
register. Compared to Faastlane, the slightly better perfor-
mance of AlloyStack is attributed to its orchestrator, which
typically schedules the sender and receiver functions in this
test to the same CPU, thereby achieving better locality. Al-
loyStack utilizes trampoline mechanism to adjust a thread’s
memory access permissions, allowing the same thread to be
safely shared between the as-libos and multiple functions.
In contrast, Faastlane binds memory access permissions to
thread IDs, requiring it to map upstream and downstream
functions to different threads, which are typically scheduled
on different CPU cores. However, as the data size increases
(exceeding cache capacity) or when multiple functions run
in parallel, the benefits brought by data locality become lim-
ited. Faasm exhibits higher data transfer latency due to
page fault handling and the synchronization of global state.
Faasm adopts a two-tier state architecture. It utilizesmremap
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Figure 12. Comparison of end-to-end latency for Rust workflows across different platforms. “x instances per function”
represents the number of concurrently executing function instances. “x functions” represents the length of the FunctionChain.
The horizontal axis represents the sizes of the input data sets.

Table 4. Performance changes caused by the as-libos file
system and network stack.

Modules Read / RX Write / TX
File System

MB/s
rust-fatfs 362 1562
Linux ext4 1351 1282

TCP
Gbit/s

smoltcp 1.751 5.366
Linux 27.76 28.56

to avoid serialization within the same worker. Nevertheless,
this approach still incurs page faults when accessing data.
When the sender and receiver functions are executed in dif-
ferent worker instances, the global state must be fetched
from a distributed Redis instance, resulting in even higher
overhead.

8.4 Rust Benchmark Evaluation
In this section, we compare AlloyStack with Rust-supported
workflow runtimes (i.e., OpenFaaS and Faastlane) to evalu-
ate the end-to-end latency of real-world applications imple-
mented in the Rust language. Since Faasm supports WASM
but not Rust, we do not include Faasm in the comparison
in this section. For OpenFaaS, we further introduce its gVi-
sor version, i.e., OpenFaaS-gVisor, which replaces containers
with gVisor.
End-to-End Latency:AlloyStack can reduce end-to-end
latency by 1.2×-114×, under the condition of ensuring
kernel isolation. For the WordCount benchmark (Figure
12(a-c)), we set the input data size to 10MB, 100MB, and
300MB, and configure the number of instances for each map
and reduce function to 1, 3, and 5, respectively. We find that

Faastlane’s end-to-end latency is slightly shorter than Al-
loyStack. This is primarily due to the poor performance of
the rust-fatfs file system used by AlloyStack. As shown in
Table 4, rust-fatfs is 4.4× slower than the Linux ext4 file sys-
tem under the read operation. Therefore, this performance
degradation is unrelated to AlloyStack’s design and can be
resolved by replacing it with a high-performance user-space
file system and network stack. As we were unable to find a
high-performance user-space file system for AlloyStack, and
designing a new one is beyond the scope of this paper, we
leave this work for future efforts. In addition, we found that
as the input data size increased from 10MB to 300MB, AlloyS-
tack’s advantage over OpenFaaS-gVisor diminished. This is
mainly because the amount of intermediate data transferred
in WordCount is smaller than the input data size, causing
the high latency of rust-fatfs to offset the time saved from
accelerated intermediate data transfer.

For ParallelSorting benchmark (Figure 12(d-f)), we set the
input data size to 1MB, 25MB, and 50MB, and configure
the number of instances for each function to 1, 3, and 5,
respectively. Similar to the WordCount benchmark, when
the number of function instances is 1, AlloyStack is slightly
slower than Faastlane due to the slow rust-fatfs. When the
number of function instances exceeds 1, as the amount of
intermediate data increases, AlloyStack saves more time in
intermediate data transfer, resulting in shorter end-to-end
latency compared to Faastlane. When Faastlane uses ref-
erence passing (Faastlane-refer), its performance becomes
comparable to that of AlloyStack. However, when isolation
is enhanced using Kata Containers, the cold start overhead
introduced by MicroVMs can result in end-to-end latency
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Figure 13. Comparison of end-to-end latency for C and Python workflows across different platforms. “x instances per function”
represents the number of concurrently executing function instances. “x functions” represents the length of FunctionChain. The
horizontal axis represents the sizes of input data sets.

up to 38.7× higher than that of AlloyStack. In summary, Al-
loyStack reduces end-to-end latency by 2.1~3.29 × compared
to Faastlane, and by 6.5~29.3 × compared to OpenFaaS and
OpenFaaS-gVisor.

For FunctionChain benchmark (Figure 12(g-i)), we set the
intermediate data size to 1MB, 64MB, and 256MB, and config-
ure the length of the function chain to be 5, 10, and 15, respec-
tively. During the execution of FunctionChain, Faastlane does
not use IPC for data transfer, as it is a workflow composed of
multiple functions executed sequentially. Therefore, in this
experiment, Faastlane and Faastlane-refer are identical. Al-
loyStack reduces the end-to-end latency by 4.08~10.15 × and
6.69~20.68× compared with OpenFaaS and OpenFaaS-gVisor.
Due to better utilization of same-CPU data locality during
data transfer, AlloyStack slightly outperforms Faastlane.

8.5 C and Python Benchmark Evaluation
In this section, we rewrite all benchmarks using C and Python,
then compare AlloyStack with WASM-supported workflow
runtimes (i.e., Faasm). We do not evaluate Faastlane in this
section for fairness, since Faastlane does not support WASM.

For running C-based benchmarks (Figure 13), AlloyStack
has a shorter end-to-end latency compared to Faasm in all
configurations ofWordCount and FunctionChain. Specifically,
AlloyStack achieves a speedup of 1.02× to 2.77× in Word-
Count, and 3.01× to 12.41× in FunctionChain compared with
Faasm. However, contrary to the trend observed in the Rust
benchmark, in the case of ParallelSorting, AlloyStack’s end-
to-end latency is slightly longer than Faasm. This is primarily
because Wasmtime [5], used by AlloyStack, is much slower
than WAVM [10], which is used by Faasm. Our experimental

results show that Wasmtime is 30.0% slower than WAVM.
According to [22] and [69], this performance gap is due
to the different code generators employed by the runtimes:
WAVM utilizes the more mature and performance-oriented
LLVM, whereas Wasmtime relies on Cranelift.
For running Python-based benchmarks, AlloyStack out-

performs Faasm by up to 78.3× in terms of the end-to-end la-
tency (Figure 13). Specifically, AlloyStack achieves a speedup
of 1.11× to 4.79× in WordCount, 1.03× to 5.88× in Parallel-
Sorting and 10.76× to 78.36× in FunctionChain compared
with Faasm. For WordCount and ParallelSorting, the highest
speedup ratios are achieved with input data sizes of 10MB
and 1MB across three instances. This is due to the fact that,
at these sizes, the data transfer latency, startup latency, and
control plane overhead for AlloyStack are significantly lower
than those for Faasm. However, as the data volume increases
and the computational load becomes more significant, the
benefits of AlloyStack diminish, leading to an average slow-
down of 9.7% compared to Faasm at the largest input size. As
the number of instances increases, the file reading process
during the initialization of the Python runtime becomes a
bottleneck, resulting in only a 1.74× average speedup com-
pared to Faasm with 5 instances. For FunctionChain, as the
function length increases, Faasm spends more time on the
control plane. Consequently, AlloyStack significantly out-
performs Faasm overall, achieving a maximum speedup of
78.4 × with 1MB data with 15 functions. As the data size
increases, this overhead becomes amortized, leading to a
reduction in the speedup ratio. Nevertheless, due to faster
data transfer in AlloyStack, speedups of 10.8-12.1× are still
achieved at 256MB.
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Figure 14. Contributions of techniques to reducing end-
to-end latency. “base” refers to disabling both on-demand
loading and reference passing, while “+both” indicates en-
abling both features.

8.6 Breakdown Analysis
To evaluate the individual impact of the on-demand loading
and reference passing optimization techniques on end-to-
end latency, we conducted comparative experiments by alter-
nately enabling and disabling each technique based onWord-
Count (input data size: 10MB, number of function instances
per stage: 5), ParallelSorting (input data size: 1MB, number of
function instances per stage: 5), and FunctionChain (interme-
diate data size: 1MB, length: 15). When reference passing is
disabled, AlloyStack uses files as an intermediary mechanism
for data transfer. The intermediate data is first written to
disk via fatfs and then copied to memory when the receiver
reads it. This corresponds to the data transfer approach rec-
ommended by AWS Step Functions [24]. Figure 14 shows
that on-demand loading reduces latency by 40.2% to 48.0%,
while reference passing decreases it by 34.7% to 51.0%. Since
the upper bound of as-libos cold start overhead (“load-all”,
§ 8.2) remains nearly constant, the relative benefit of on-
demand loading decreases as the end-to-end latency of the
workflow increases or as the number of as-libos modules
required by the workflow increases.
To further evaluate the reasons for the performance dif-

ferences between AlloyStack and comparison systems, we
divide the function execution process into three stages: read-
ing input, computation, and data transfer, and record the time
for each stage. Figure 15 describes the results forWordCount
(with input size of 100MB, 3 instances), ParallelSorting (with
input size of 25MB, 3 instances) and FunctionChain (with
data transfer size of 64MB, 10 functions).
For Rust benchmarks, AlloyStack’s reading input phase

is significantly slower than that of Faastlane and Faasm, re-
sulting in a decline in AlloyStack’s end-to-end performance.
Specifically, when reading 100MB data, AlloyStack’s reading
input latency is 6.9×-8.1× higher than Faastlane, due to the
slow rust-fatfs as in Table 4. In the case of ParallelSorting
(Figure 12(b)), since the reading input phase accounts for
a small proportion of the overall end-to-end latency, the
acceleration of intermediate data transfer in AlloyStack com-
pensates for the slow file reading. For the FunctionChain
application, the workflow does not involve reading input
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Figure 16. Comparison of end-to-end latency when running
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stances in each parallel stage of the DAG.

data from files. Additionally, both AlloyStack and Faastlane
use reference passing to transfer data. As a result, the read
input and transfer data phases in the Rust version of Func-
tionChain are negligible. The slight performance advantage
of AlloyStack over Faastlane is similar to the explanation in
Section 8.3, primarily due to better data locality.
In the case of C and Python benchmarks, AlloyStack is

slower than Faasm and Faastlane in the computation phase.
Although both AlloyStack and Faasm support the execution
of user functions through AOT-compiled WASM, the perfor-
mance of Wasmtime used by AlloyStack is lower than that
of WAVM used by Faasm, resulting in AlloyStack’s compu-
tational efficiency being 1.4× lower than Faasm. The no-
hatching pattern area in the Figure 15 corresponds to the
synchronization waiting time during the fan-in phase. This
waiting time occurs because the scheduling latency of the
control plane and function cold starts cause variations in
execution time across functions within each parallel stage,
leading to functions having to wait for slower instances to
complete before the fan-in can proceed.

In previous experiments, AlloyStack and Faastlane use
different file systems, making performance comparison com-
plex. Therefore, using an in-memory file system can elimi-
nate this difference. For AlloyStack, we use the ramfs inte-
grated within as-libos. Faastlane does not natively support
ramfs, but Kata Container can provide it. We deploy Faast-
lane in a Kata Container, referred to as Faastlane-refer-kata,
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to ensure a fair comparison. In Figure 16, after eliminating
differences in read input and transfer data, AlloyStack still
outperforms the comparison system slightly. This is because
the hardware virtualization relied upon by MicroVMs can
reduce computation efficiency, for example, by increasing
the overhead of page fault handling [65].

9 Discussion
Distributed/multi-node Setting. According to traces from
Azure Durable Functions [48], 95% of workflows have fewer
than 8 stages. In most cases, a single WFD on one machine
is sufficient to run multiple functions within the same work-
flow. When a single machine cannot handle the entire work-
flow, the serverless workflow DAG must be divided into
multiple subgraphs [42], with each subgraph running in a
WFD on separate nodes. Currently, AlloyStack does not auto-
matically support such separation. Developers can manually
divide the DAG and run the workflow using traditional in-
termediate data transfer methods.
Resource Allocation and Elasticity. Existing server-

less systems typically require users to pre-determine the
specifications of function instances (e.g., CPU and memory).
Although not currently enabled, AlloyStack can also imple-
ment resource allocation based on user specifications, such
as limiting the CPU bandwidth of function threads through
cgroups. By default, AlloyStack requests the total resources
required for all functions to ensure single-node deployment.
To handle scenarios where concurrent invocations exceed
the number of the corresponding function instance, AlloyS-
tack can dynamically allocate additional resources to a WFD
by creating Linux threads and establishing new function
memory mappings (for example, using dlmopen()). This ca-
pability enables function-level dynamic scaling. If the or-
chestrator finds insufficient resources on the current node,
the workflow will be split using the multi-node deployment
mechanism.

10 Related Work
Our related work focuses on two aspects of serverless work-
flow applications: optimizing cold start latency and optimiz-
ing intermediate data transfer.
Optimizing cold start latency. Unikernels use special-

ization to reduce the initialization scope. Existing unikernels
provide application compatibility at two levels: source code
and binary. Systems such as [38, 46, 52] require a build system
to generate unikernels from source code, similar to AlloyS-
tack. FlexOS [40] enhances the fine-grained, configurable
isolation mechanisms based on Unikraft. Additionally, solu-
tions such as Lupine [39] offer binary compatibility. To the
best of our knowledge, no existing unikernel supports on-
demand loading like AlloyStack. Another approach is to use
snapshots, such as [28, 66, 67], which can reduce the initial-
ization time of secure containers and applications. However,

snapshot-based approaches incur additional resource over-
head to store and distribute snapshot templates. In contrast,
the on-demand loading in AlloyStack reduces memory usage
and optimizes cold start time.

Optimizing intermediate data transfer latency. Like
AlloyStack, some existing systems also employ sharingwithin
the same address space. PiP [30] utilizes dlmopen() to priva-
tize variables across different tasks. However, in public cloud
environments, this isolation approach may be circumvented
by directly accessing the memory segments of other tasks.
Singularity [31] enforces the use of ownership transfer rather
than sharing to achieve efficient data transfer and isolation
within a single address space. RedLeaf [51] leverages Rust’s
language features to make this approach more efficient and
reliable. However, this introduces restrictions on the types of
data that can be passed. Moreover, such isolation relying on
memory-safe languages depends on a trusted compilation
environment, which is not particularly practical for cloud
providers. AlloyStack uses MPK hardware for isolation, elim-
inating these restrictions.

Additionally, several works enhance the efficiency of data
transfer between serverless functions and third-party storage
through caching mechanisms [50, 57]. SONIC [47] transpar-
ently selects the most efficient data-passing strategy for each
edge of a serverless workflow DAG. In contrast, AlloyStack’s
reference passing technique does not rely on external storage
or caching, resulting in lower latency and reduced storage
overhead.

11 Conclusion
This paper introduces AlloyStack, a library operating system
designed to optimize serverless workflow applications by
addressing key performance challenges, including cold start
latency and intermediate data transfer latency. By implement-
ing on-demand loading of OS modules and reference passing
within a single address space, AlloyStack significantly en-
hances execution efficiency. Our comprehensive evaluation
shows that AlloyStack substantially reduces cold start laten-
cies and the overhead of chained function calls, leading to
shorter end-to-end execution times. AlloyStack achieves a
speedup of 7.3× to 38.7× in Rust end-to-end latency and 4.8×
to 78.3× in end-to-end latency in other languages compared
to SOTA systems for intermediate-data-intensive workflows.
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A Appendix
A.1 Additional Experiments
In this section, we evaluate the tail latency performance and
resource consumption of AlloyStack.
P99 Latency : AlloyStack can reduce the P99 latency by
up to 7.4×. To evaluate the impact of AlloyStack on tail la-
tency, we select the ParallelSorting benchmark (with an input
data size of 25MB and 3 function instances) and deploy it on
both AlloyStack and the Faastlane-refer-kata systems. Com-
pared to AlloyStack, the default OpenFaaS and Faastlane do
not provide a guest kernel, meaning the measured latency in
their systems does not include the overhead of guest kernel
initialization. Therefore, to ensure fairness, we do not include
them in this comparison. Figure 17(a) shows that the P99
latency of Faastlane-refer-kata significantly increases with
the rise in QPS, which is attributed to the performance bottle-
necks of Rootfs storage and the host kernel’s Cgroup under
high concurrency conditions [41]. When the QPS reaches
160, the P99 latency of AlloyStack increases sharply due to
the CPU resource constraints on the physical machine.
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Figure 17. Comparison of tail latency (P99) and CPU/mem-
ory resource utilization. All data are normalized.

CPU and Memory Usage: AlloyStack can reduce CPU
usage by 2.4× and memory usage by 3.2× compared to
Faastlane-refer-kata. We further measure the CPU and
memory usage under different numbers of workflow in-
stances, using the ParallelSorting benchmark (with the input
data size to 25MB and the number of function instances
per stage to 5). Similarly, we do not evaluate OpenFaaS and
Faastlane in this experiment because they do not provide
guest kernel. Figure 17(b) shows that AlloyStack reduces
resource usage by 40.8% to 68.4%. The reduction in resource
usage of AlloyStack is primarily due to two reasons: (1) The
LibOS can avoid approximately 90% of CPU time in kernel
mode and context switching overhead. (2) On-demand load-
ing prevents CPU time and memory from being consumed
by unnecessary kernel modules.
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